Anti-malware

While the selection is narrower than it once was, there might be some anti-
malware gateway product right for you, says Peter Stephenson.

ast year I predicted that this

year we would see almost no

pure anti-malware gateways.
T'll eat a bit of crow for that predic-
tion, but only a bit because the
trend continues. We saw nowhere
near the number of anti-malware
gateway products this year that we
saw last year.

eSafe

Vendor Aladdin
Price  $3,500

laddin’s eSafe has many new

and updated features since

its last release. The feature set
of this product include a full gambit
of email and web safeguards, such as
the validation of recipients with the
integration of LDAP/Active Direc-
tory. This feature greatly reduces
undeliverable emails and improves

network performance. Message iden-

tification creates a point-to-point
record of all emails sent both inter-
nally and externally written directly
into the session log file. The HG-200
appliance can setup user or group
profiles to define attachment types,
sizes, content filters, anti-phishing,
anti-spoofing and password pro-
tected archives. Aladdin’s eSafe pro-

That does not mean that the ven-

dors are turning out lackluster prod-

ucts. Far from it, these products we
saw were slick, well conceived and
easy to setup and manage. The big
strength of these gateways is their
ability to manage endpoint anti-
malware products, as well as pro-
vide a solid gateway.

tects organizations from web threats
through administrative file-type
blocking policies.

This product is simple to setup
and easy to use and manage. Initial
configuration is done on the LCD
screen on the front of the appliance.
Once the IP address and network
information is entered, further
administration is done via the man-
agement console software. We found
this management console to be easy
and intuitive to navigate. Managing
policy is quite simple as well.

From a performance standpoint,
we found this product to be solid.
The default policy is setup as a good
starting point and in most cases
works just fine. We really liked the
Applifilter, which can block harmful
applications, such as IM, P2P and
remote control programs. Also, the
console features a real-time traffic
view, which gives a brief summary of
HTTP and FTP traffic.

Documentation is good and is
broken down into three sections:
the eSafe Gateway, email and web
manuals. Also, there is an eConsole
administrative manual that is helpful
during the deployment process. All
the documentation provided will
easily enable an IT staff member to

r

Managing malware at the perim-
eter is a difficult problem and,
frankly, I question whether it can be
built into a unified threat manage-
ment environment effectively. Time
will tell whether I'm right. For now,
just keep the crow warm. I may
need to eat a bit more of it next year

Reprints

at this time.

successfully install and configure.

Easy to manage with
a full feature set.

There is a good use of images and
screen shots that provide a visual
reference during the deployment
and configuration process. — Peter Ste P henson
Support offerings for this product
consist of both phone and web.
Aladdin’s phone support is offered
from 8 a.m. to 6 p.m. CST and a
four hour or less response time is
common. A well-designed website
provides documentation and contact
numbers.
At a price of $3,500, this product
is an excellent value for the money
for almost any size organization
looking for solid gateway malware

protection.

SC MAGAZINE RATING

Features $.2.8.0.8 ¢
Ease of use $.2.8.2.8 ¢
Performance 2. 8. 8.8.8.¢
Documentation 2.8.2.8.8 ¢
Support e F ok ke
Value for money ¥k Kok

OVERALL RATING kK k Kk

Strengths Easy to manage with a full
feature set.

Weakness None that we found.
Verdict A solid anti-malware gateway
with good value.

Aladdin

SECURING THE GLOBAL VILLAGE

Aladdin Knowledge Systems, Inc.
601 Campus Drive

Arlington Heights, IL 60004

(800) 562-2543

www.aladdin.com
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